Cyber Resilience

The cyber resilience of suppliersisincreasngly important to the Scottish public sector. The
number of cyber attacks targeting suppliersto the public sector has grown in recent years. Attacks
can (intentionally or otherwise) disrupt and damage both suppliers’ services and public services.
Againgt this background, the Scottish public sector wants to ensure its suppliers have appropriate
cyber security in place. That’ s because:

¢ We have aduty to prevent our public services from being disrupted by cyber attacks on
suppliers, and

¢ \Wewant to support our suppliersto improve their cyber security, because it’s good for the
sustainability and resilience of our digital economy and society.

To help improve supply chain cyber security, the Scottish public sector is being encouraged to
adopt a more consstent approach. Thiswill involve them:

¢ implementing a Guidance Note, which has been produced for all public sector organisations,
setting out best practice from the National Cyber Security Centre (the UK technical authority
on cyber security).

e encouraging al suppliers bidding for public sector contracts to ensure that they have
appropriate and proportionate cyber securoty and resilience mechanismsin place

e encouraging al suppliers, where appropriate, to take advantage of the free National Cyber
Security Early Warning service to help inform them of potential cyber attacks on their
networks

Y ou can find links to additional advice and support on cyber resilience in the “ Support Available” section of
the Supplier Journey.

If you have any questions, please contact: cyberresilience@gov.scot



https://supplierjourney.scot/additional-resources/cyber-resilience
https://www.gov.scot/publications/scottish-public-sector-supplier-cyber-security-guidance-note-2/
https://www.signin.service.ncsc.gov.uk/auth/realms/ukncsc/protocol/openid-connect/auth?client_id=EarlyWarning-prod&redirect_uri=https%3A%2F%2Fauth.earlywarning.service.ncsc.gov.uk%2Foauth2%2Fidpresponse&scope=openid&response_type=code&state=H4sIAAAAAAAAAIWR2bKaQBCG32WuHUV2vUNcYjhychQXkkpRzMYqywCOmMq7Z3yC3H3V_X_VXd1_QAyWgA5Q0K6HanReJZn7HE0fTACSHd89uRKxRFPNSkK5sdBinMQd18uWLqqWl6oMEBlI-77plrOZEGJKY16OIuZVViXTjvJHhum0wh2eJvVjOhSz-vEuUiFdKl1cEyqRSfzcr98jE7D8BeqGVhkBvycglR193C_y4ipCYaNedIlGN1zcbv5n6A1fXmlIK5OxQrO01EUuaXKG_Lm9OK60noyvHKJd02q1gLRyfhwcddxII5fGSTVMiYVEaFnw_LW19SjHygcanqtjnV1Ssu6ex4dnXrc3tez9neY5I2n5wesUdrneFXwIzny3TmrX4j5zuFEFG3eXP1nw_TBvtg6p_IuyX0Sp0xiv18s16B6VjhO0dyNUq-rxs9ERJMSPjA35do_CfOWsFYYDb7i37ulDP7d88PQeRU2cz4tQHHszlBuXcuN46NP_3ltm72A5txRTNeeqak9AA5YsLjs6Afz9XGwoTNMQxEhnUI8VC9qI2lAzGdOJSRRsMvD3H7Ciw5MuAgAA.H4sIAAAAAAAAAAEgAN__rd0Vzkl633VA2dTo_X307w-0uwiqIhG5Yt-_DXxUbr38rmoHIAAAAA.3
https://www.signin.service.ncsc.gov.uk/auth/realms/ukncsc/protocol/openid-connect/auth?client_id=EarlyWarning-prod&redirect_uri=https%3A%2F%2Fauth.earlywarning.service.ncsc.gov.uk%2Foauth2%2Fidpresponse&scope=openid&response_type=code&state=H4sIAAAAAAAAAIWR2bKaQBCG32WuHUV2vUNcYjhychQXkkpRzMYqywCOmMq7Z3yC3H3V_X_VXd1_QAyWgA5Q0K6HanReJZn7HE0fTACSHd89uRKxRFPNSkK5sdBinMQd18uWLqqWl6oMEBlI-77plrOZEGJKY16OIuZVViXTjvJHhum0wh2eJvVjOhSz-vEuUiFdKl1cEyqRSfzcr98jE7D8BeqGVhkBvycglR193C_y4ipCYaNedIlGN1zcbv5n6A1fXmlIK5OxQrO01EUuaXKG_Lm9OK60noyvHKJd02q1gLRyfhwcddxII5fGSTVMiYVEaFnw_LW19SjHygcanqtjnV1Ssu6ex4dnXrc3tez9neY5I2n5wesUdrneFXwIzny3TmrX4j5zuFEFG3eXP1nw_TBvtg6p_IuyX0Sp0xiv18s16B6VjhO0dyNUq-rxs9ERJMSPjA35do_CfOWsFYYDb7i37ulDP7d88PQeRU2cz4tQHHszlBuXcuN46NP_3ltm72A5txRTNeeqak9AA5YsLjs6Afz9XGwoTNMQxEhnUI8VC9qI2lAzGdOJSRRsMvD3H7Ciw5MuAgAA.H4sIAAAAAAAAAAEgAN__rd0Vzkl633VA2dTo_X307w-0uwiqIhG5Yt-_DXxUbr38rmoHIAAAAA.3
https://www.supplierjourney.scot/support-available
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